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ABSTRACT: Today, many applications such as government applications, commercial applications, and other most 

applications rely on the internet. Android, being the most widespread mobile operating system, is increasingly 

becoming a target for different types of viruses such as botnet, DOS, threat, and Phishing attacks. The research area 

of detecting smartphone-based botnets is really a challenging issue and only a few ideas exist to solve it. 70% of 

applications on Android have various advertisements, so some of them are fake and some are real. Hence, in this 

paper, we present a machine learning approach for android mobile botnet and fake advertisement detection based on 

SVM (Support Vector Machine). 
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I. INTRODUCTION 

The term "bot" comes from a robot that automatically works according to a computer program or scripts were 

written by the bot master. Currently, mobile Bonet attacks have shifted from computers to smartphones due to their 

functionality, ease of exploit, and financial intentions. A botnet is nothing more than a collection of bots (also called 

zombies) that are controlled by a bot master on a command-and-control server. The owner of a botnet is known as a 

"bot master" or "bot herder," and it can be a single person or group of people who can infect several computers 

without the owners' knowledge. It creates botnets mostly for financial gain by using other people's identities. The bot 

master can control large networks of botnets from different locations to launch attacks. The main motive behind the 

creation of a botnet is to perform various malicious activities like identity theft, launching Denial of Service (DDoS) 

attacks, phishing attacks, click fraud, sending spam emails, and stealing the personal information of Android users. 

The botnet master can control many bot computers from a remote location. Malicious attackers perform various 

operations and create a botnet. In that system, we detect the botnet in that application and check whether the 

advertisement is fake or real. The focus is to reduce dimensions during feature selection as part of a machine- 

learning solution. In this system, we present a machine-learning approach that  leverages support  vector  machines  

(SVM)  for  Android  botnet  detection  and  fake  advertisement 

 

detection. The SVM model employs 342 static features to classify new or previously unseen apps as either "botnets" 

or "normal." As a result, SVMs have better generalization capabilities and hence can be used in situations where the 

number of training samples is low, and the data has many features. SVMs have been widely used in text and image 

classification problems and in voice recognition and anomaly detection (e.g., in security, fraud detection, and 

healthcare). 

Most of the existing detection techniques can only detect malware on Android applications; however, 

Android botnet applications cannot be detected so the article focused on the detection of the botnet and fake 

advertisements in Android applications. The remainder of this paper is organized as follows: Section 2 provides a 

related work Section 3 deals with the System architecture of android botnet and fake advertisement detection using 

machine learning; Section 4 shows the objectives of the system. 

II. BACKGROUND 
 

The term "botnet" first appeared in 1993 with the introduction of the first botnet, "Eggdrop" (Wang, 2003). 

Following that, more advanced botnets are created, with new features and functions until 2002. During these years, 
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most of the attackers started using botnets, which rapidly increased cyberattacks. The oldest internet botnet can be 

traced to 1988, with the emergence of Internet Relay Chat, abbreviated IRC and these IRC bots provided automated 

services to users The first bots used on IRC were Jyrki Alakuijala’s Puppe, Greg Lindahl’s Game Manager (for the 

Hunt the Wumpus game), and Bill Wisner’s Bartender. WebCrawler was the first bot used to index web pages, and it 

was created in 1994. First AOL used WebCrawler in 1995, then procured by Excite in 1997. In 1996 the most 

famous internet crawler, Googlebot, originally called BackRub when was created. In 1999 the IRC network was 

released. The widely used botnet protocol is IRC which is extremely popular, and it can be easily found for use by a 

botmaster. A novel and superior version of the SW- based bot network was released in 2008. There are several 

publications on the botnet from 2005 to 2013, as shown in Figure1. 

 

 

 
 

Figure 1. Number of publications on the botnet from 2005 to April 2013 

III. RELATED WORK 
 

In this paper [1] analysis the existence of the botnet and its management. The world has not got sufficient data and a 

convincing procedure for detecting a botnet. The hazard of Botnet is not strange to anyone as they have existed for a 

long time, there is a lot of research that needs to be done to put a check on them. Nowadays things are added on to 

check the botnet in the server. A study also gave network topologies in botnets and discussed some techniques 

through which the botnets can be detected and monitored, and the network topologies used by the botnets in 

attacking a server. 

In this paper [2] Focus on inferring suitable Smartphone-based botnet detection techniques from the study 

of network and device-level information. A study also gave botnet work detection both in a wired and wireless 

network with their detection approaches. As bots within a bot network behave uniquely at the device level, it is 

necessary to consider the information at both the device level and network level to design an effective Smartphone 

based bot network detection development. However, the approach should consider additional problems such as data 

encryption and communication behaviors. Additionally, it is necessary to consider effective time-consuming 

intelligent association algorithms to improve the efficiency of the device-level behavior of a bot. 

In this paper [3] Discusses Botnet, Botnet history, and the life cycle of botnet apart from classifying various 

Botnet detection techniques. Researchers have been mainly focused on botnet detection and trying to trace the 

Command-and-Control server. As Feily, et. al. summarized Botnet and its detection techniques in their proposed 

work, they classified detection techniques as Honeynet. It is useful to find the existing botnet, based on an intrusion 

detection system. Lei Zhan and Paul Watters proposed the botnet attack using the principles of fast flux and domain 

flux. They also compared fluxing detection methods. The second approach is intrusion detection based, which 

 

is further divided into four parts signature-based, Anomaly-based, DNS-based, and Mining Based. A botnet can be 

categorized according to the architecture used to build communication channels. 

In this paper [4] the transformation of  the advertising  market under the influence of platform companies, 

using the US example, to show the mechanism of digital disruption in the print media business model. The 

development of digital infrastructure has allowed platform companies to collect and monetize data, a deliver 
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personalized ads to users throughout the internet. A structural shift has occurred - traditional media have ceased to be 

the main channels for transmitting advertising messages to certain social groups, and advertising platforms are able 

to find them and deliver their ads on their own. In the framework of “platform capitalism”, many print media to 

survive try to transform themselves in accordance with the logic of the economic platform model (developing their 

website, data collection, monetization, and integration into the logic of social networks). 

In this paper [5] botnet detection system is implemented as a CNN-based model that is trained on 342 static 

app features to distinguish between botnet apps and normal apps. The trained botnet detection model was evaluated 

on a set of 6,802 real applications containing 1,929 botnets from the publicly available ISCX botnet dataset. The 

results show that our CNN-based approach has the highest overall prediction accuracy compared to other popular 

machine learning classifiers and it is a popularly used approach. Furthermore, the performance results observed from 

our model were better than those reported in previous studies on machine learning-based Android botnet detection. 

 

IV. SYSTEM ARCHITECTURE 

 

Smartphone users still blindly trust applications and the default settings of smart devices and are using them 

without knowledge of the risks associated with them. Although mobile botnets are a relatively new concept for users, 

cyber researchers are also unfamiliar with them. Our system uses the SVM machine learning algorithm to detect 

botnets and fake advertisements. We also use an app to try to prevent botnets. The system focuses on reducing 

dimensions during feature selection as part of the machine-learning solution. This work proposes a machine-learning 

approach to botnet detection and mitigation by analyzing network traffic-derived datasets. 

 

 

 
 

Figure 2. System Architecture 

 

V. OBJECTIVE 

 

 To find mobile application features botnet or normal. 

 To prevent virus-like Botnet. 

 To detect fake advertisements. 

 Classify  whether  the  output is botnet  or  normal  with the  help of  a  machine  learning algorithm. 

 

http://www.ijircce.com/


International Journal of Innovative Research in Computer and Communication Engineering 

                             | e-ISSN: 2320-9801, p-ISSN: 2320-9798| www.ijircce.com | |Impact Factor: 8.379 | 

                               | International Conference on Recent Innovations in Engineering and Technology (ICRIET’23)| 

              | Sharadchandra Pawar College of Engineering, Pune, India | 

     || Volume 11, Special Issue 2, March 2023 || 

IJIRCCE©2023                                                           |     An ISO 9001:2008 Certified Journal   |                                               588 

 

 

VI. CONCLUSION AND FUTURE WORK 
 

Botnets are a Dangerous evolution in the malware world. They are being used to damage systems, steal information, 

and Comprise Systems. They are hard to detect and eliminate. So Our System Is Useful To detect Mobile app 

Botnet. Fake advertisement detection has many open issues that require the attention of researchers. For instance, in 

order to reduce the spread of fake advertisements, identifying key elements involved in the spread of advertisements 

is an important step. Machine learning techniques can be employed to identify the key sources involved in the spread 

of fake advertisements. So in future , we have to develop a software that detect botnet in android applications as well 

as fake advertisements using SVM algorithm 
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